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Abstract

Insider threats represent a critical challenge in modern enterprise security, often resulting in significant financial and
reputational damage. Traditional detection systems relying on rule-based or statistical methods struggle to capture
complex relationships embedded within enterprise access logs. This paper proposes a novel framework leveraging
Graph Neural Networks (GNNs) to model user-entity interactions and detect anomalous insider behavior. By
transforming access logs into graph structures, where users, devices, and resources are represented as nodes and
their interactions as edges, GNNs effectively learn relational patterns and detect deviations indicative of malicious
intent. Experimental evaluation on benchmark datasets demonstrates improved detection accuracy, reduced false
positives, and enhanced interpretability compared to traditional machine learning models. The study highlights the
potential of GNN-based approaches in strengthening enterprise cybersecurity frameworks.
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1. Introduction

With the increasing digitization of enterprise environments, organizations face growing risks from insider
threats—malicious or negligent employees, contractors, or partners who misuse access privileges. Unlike external
attacks, insider threats exploit legitimate credentials, making detection significantly more challenging.

Traditional systems rely on signature-based detection or simple anomaly detection techniques that often fail to
capture complex relationships among users, systems, and data. Enterprise access logs, however, contain rich
relational information that can be exploited using graph-based methods.

Graph Neural Networks (GNNs) have emerged as powerful tools for learning from structured relational data.
This research explores their application in detecting insider threats by modeling enterprise interactions as dynamic

graphs.

2. Background and Related Work
2.1 Insider Threat Detection

e Insider threat detection typically involves:
e Rule-based systems
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e Statistical anomaly detection

e Machine learning classification models
Limitations include:

e High false positives
e Tack of contextual awareness

e Inability to model relational dependencies
2.2 Graph-Based Security Models

e Graph-based approaches represent:
e Users
e Devices
e Files
e Applications
as interconnected nodes. Relationships provide context that traditional tabular models miss.

2.3 Graph Neural Networks (GNNs)
GNNs extend deep learning to graph data by aggregating information from neighboring nodes. Common
variants include:

e Graph Convolutional Networks (GCN)
e  Graph Attention Networks (GAT)
e  GraphSAGE

These models are particularly effective in:
e Fraud detection
e Social network analysis
e Cybersecurity anomaly detection

3. Methodology
3.1 Data Representation
Enterprise access logs are converted into a graph:

Component | Description

Nodes Users, Devices, Files, Servers

Edges Access events (login, read, write, execute)
Attributes | Timestamp, location, access type

3.2 Graph Construction
A heterogeneous graph is constructed where:
User — File access
User — Device login
Device — Server communication
Temporal edges are also incorporated to capture behavioral sequences.

3.3 Model Architecture

Layer Function

Input Layer Node feature embedding
GNN Layers Neighbor aggregation
Attention Layer | Weight important interactions
Output Layer Anomaly score

The anomaly score is computed using:
e Reconstruction error (unsupervised)
e  C(lassification probability (supervised)

3.4 Training Strategy

e Semi-supervised learning

e Negative sampling for anomaly detection
e Temporal batching for scalability
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4. Experimental Setup
4.1 Dataset
e CERT Insider Threat Dataset (synthetic benchmark)

e Enterprise-scale simulated logs

4.2 Evaluation Metrics

Metric Description

Accuracy Opverall correctness

Precision True positive rate

Recall Detection capability

F1-score Balance of precision and recall
AUC-ROC | Classification performance

5. Results and Analysis
5.1 Performance Comparison

Model Accuracy | Precision | Recall | Fl-score
Logistic Regression | 78% 72% 69% | 70%
Random Forest 84% 80% 76% | 78%
LSTM 88% 85% 82% | 83%
GNN (Proposed) | 93% 91% 89% | 90%

5.2 Key Observations

e  GNN captures relational dependencies better than sequence models
e  Significant reduction in false positives

e Improved detection of low-and-slow attacks

e Attention mechanism enhances interpretability

5.3 Visualization Insights

e  Malicious users form distinct subgraphs

e Sudden changes in connectivity indicate anomalies

e DPrivilege escalation appears as unusual edge patterns

6. Discussion
The proposed GNN-based approach demonstrates strong capability in identifying insider threats by leveraging
graph structures. Unlike traditional models, it captures both:

e Behavioral patterns
e Structural relationships

Challenges include:
e Scalability for large enterprises
e Real-time processing requirements
e Data privacy concerns

7. Conclusion
This study presents a robust framework for insider threat detection using Graph Neural Networks applied to
enterprise access logs. The approach significantly improves detection accuracy and provides deeper insights into user
behavior. Future work will focus on:
e Real-time graph streaming
e Explainable Al integration
e Deployment in live enterprise environments

8. Future Work
e Integration with SIEM systems
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e Adaptive learning models

e (Cross-organization threat intelligence sharing

e  Hybrid GNN + Transformer architectures
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